Data transfer agreement

Standard contractual clauses for the transfer of personal data from the Community to third
countries (controller to controller transfers)

between

Jan Dlugosz University in Czestochowa (name)

Waszyngtona 4/8 str., 42-200 Czestochowa, Poland (address and country of establish-
ment)

hereinafter “data exporter”)

and

Sumy State Pedagogical University (name)

Romenskaya Street, 87, Sumy, 40002 Sumy Oblast, Ukraine (address and country of es-
tablishment)

hereinafter “data importer

each a “party”’; together “the parties”.

Definitions
For the purposes of the clauses:

(a) “personal data”, “special categories of data”, “process/processing”, “controller”, “proces-
sor’, “data subject” and “supervisory authority/authority” shall have the same meaning as In
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2076 on
the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regqulation) (whereby “the authority” shall mean the competent data protection authority in
the territory in which the data exporter is established);

(b)“the data exporter” shall mean the controller who transfers the personal data;

(c)“the data importer” shall mean the controller who agrees to receive from the data exporter
personal data for further processing in accordance with the terms of these clauses and who

is not subject to a third country’s system ensuring adequate protection;
(d)“clauses” shall mean these contractual clauses, which are a free-standing document that

does not incorporate commercial business terms established by the parties under separate

commercial arrangements.
The details of the transfer (as well as the personal data covered) are specified in Annex B,

which forms an integral part of the clauses.

|. Obligations of the data exporter

The data exporter warrants and undertakes that:
(a) The personal data have been collected, processed and transferred in accordance with the

laws applicable to the data exporter.
(b) It has used reasonable efforts to determine that the data importer is able to satisfy its le-

gal obligations under these clauses.
(c) It will provide the data importer, when so requested, with copies of relevant data protec-

tion laws or references to them (where relevant, and not including legal advice) of the country
in which the data exporter is established.



(d) It will respond to enquiries from data subjects and the authority concerning processing of
the personal data by the data importer, unless the parties have agreed that the data importer
will so respond, In which case the data exporter will still respond to the extent reasonably
possible and with the information reasonably available to it if the data importer is unwilling or
unable to respond. Responses will be made within a reasonable time.

(e) It will make available, upon request, a copy of the clauses to data subjects who are third
party beneficiaries under clause lll, unless the clauses contain confidential information, in
which case it may remove such information. WWhere information is removed, the data exporter
shall inform data subjects in writing of the reason for removal and of their right to draw the
removal to the attention of the authority. However, the data exporter shall aide by a decision
of the authority regarding access to the full text of the clauses by data subjects, as long as
data subjects have agreed to respect the confidentiality of the confidential information re-
moved. The data exporter shall also provide a copy of the clauses to the authority where re-

quired.

ll. Obligations of the data importer

The data importer warrants and undertakes that:

(a) It will have In place appropriate technical and organisational measures to protect the per-
sonal data against accidental or unlawful destruction or accidental loss, alteration, unauthor-
iIsed disclosure or access, and which provide a level of security appropriate to the risk repre-
sented by the processing and the nature of the data to be protected.

(b) It will have in place procedures so that any third party it authorises to have access to the
personal data, including processors, will respect and maintain the confidentiality and security
of the personal data. Any person acting under the authority of the data importer, including a
data processor, shall be obligated to process the personal data only on instructions from the
data importer. This provision does not apply to persons authorised or required by law or
regulation to have access to the personal data.

(c) It has no reason to believe, at the time of entering into these clauses, in the existence of
any local laws that would have a substantial adverse effect on the guarantees provided for
under these clauses, and it will inform the data exporter (which will pass such notification on
to the authority where required) if it becomes aware of any such laws.

(d) It will process the personal data for purposes described in Annex B, and has the legal
authority to give the warranties and fulfil the undertakings set out in these clauses.

(e) It will identify to the data exporter a contact point within its organisation authorised to re-
spond to enquiries concerning processing of the personal data, and will cooperate in good
faith with the data exporter, the data subject and the authority concerning all such enquiries
within a reasonable time. In case of legal dissolution of the data exporter, or if the parties
have so agreed, the data importer will assume responsibility for compliance with the provi-
sions of clause I(e).

(f) At the request of the data exporter, it will provide the data exporter with evidence of finan-
cial resources sufficient to fulfil its responsibilities under clause Il (which may include insur-
ance coverage).

(g) Upon reasonable request of the data exporter, it will submit its data processing facilities,
data files and documentation needed for processing to reviewing, auditing and/or certifying
by the data exporter (or any independent or impartial inspection agents or auditors, selected
by the data exporter and not reasonably objected to by the data importer) to ascertain com-
pliance with the warranties and undertakings in these clauses, with reasonable notice and
during regular business hours. The request will be subject to any necessary consent or ap-
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proval from a regulatory or supervisory authority within the country of the data importer,
which consent or approval the data importer will attempt to obtain in a timely fashion.

(h) It will process the personal data, at its option, in accordance with:

(i) the data protection laws of the country in which the data exporter is established, or

(i) the relevant provisions (1) of any Commission decision pursuant to Article 45 of General
Data Protection Regulation, where the data importer complies with the relevant provisions of
such an authorisation or decision and is based in a country to which such an authorisation or
decision pertains, but is not covered by such author ﬁon or decision for the purposes of the
transfer(s) of the personal data (2), or / '
(iii) the data processing principles set forth in Anne A
Data importer to indicate which option it selects: ji#

Initials of data importer: . _
(i) It will not disclose or transfer the personal™data to g third party data controller located out-

side the European Economic Area (EEA) unless it notifies the data exporter about the trans-
fer and

(i) the third party data controller processes the personal data in accordance with a Commis-
sion decision finding that a third country provides adequate protection, or

(ii) the third party data controller becomes a signatory to these clauses or another data trans-
fer agreement approved by a competent authority in the EU, or

(iii) data subjects have been given the opportunity to object, after having been informed of
the purposes of the transfer, the categories of recipients and the fact that the countries to
which data is exported may have different data protection standards, or

(iv) with regard to onward transfers of sensitive data, data subjects have given their unam-

biguous consent to the onward transfer.

lll. Liability and third party rights

(a) Each party shall be liable to the other parties for damages it causes by any breach of
these clauses. Liability as between the parties is limited to actual damage suffered. Punitive
damages (i.e. damages intended to punish a party for its outrageous conduct) are specifically
excluded. Each party shall be liable to data subjects for damages it causes by any breach of
third party rights under these clauses. This does not affect the liability of the data exporter

under its data protection law.
(b) The parties agree that a data subject shall have the right to enforce as a third party bene-

ficiary this clause and clauses I(b), I(d), I(e), ll(a), lI(c), 1i(d), li(e), lI(h), 1i(i), lli(a), V, VI(d) and
VIl against the data importer or the data exporter, for their respective breach of their contrac-
tual obligations, with regard to his personal data, and accept jurisdiction for this purpose In
the data exporter’s country of establishment. In cases involving allegations of breach by the
data importer, the data subject must first request the data exporter to take appropriate action
to enforce his rights against the data importer; if the data exporter does not take such action
within a reasonable period (which under normal circumstances would be one month), the
data subject may then enforce his rights against the data importer directly. A data subject Is
entitled to proceed directly against a data exporter that Has failed to use reasonable efforts
to determine that the data importer is able to satisfy its legal obligations under these clauses
(the data exporter shall have the burden to prove that it took reasonable efforts).

(1) “Relevant provisions” means those provisions of any authorisation or decision except for the enforcement
provisions of any authorisation or decision (which shall be governed by these clauses).
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(2) However, the provisions of Annex A.5 concerning rights of access, rectification, deletion and objection must be
applied when this option is chosen and take precedence over any comparable provisions of the Commission
Decision selected.

V. Law applicable to the clauses

These clauses shall be governed by the law of the country in which the data exporter Is es-
tablished, with the exception of the laws and regulations relating to processing of the person-
al data by the data importer under clause ll(h), which shall apply only if so selected by the

data importer under that clause.

V. Resolution of disputes with data subjects or the authority

(a) In the event of a dispute or claim brought by a data subject or the authority concerning
the processing of the personal data against either or both of the parties, the parties will In-
form each other about any such disputes or claims, and will cooperate with a view to settling
them amicably in a timely fashion.

(b) The parties agree to respond to any generally available non-binding mediation procedure
initiated by a data subject or by the authority. If they do participate in the proceedings, the
parties may elect to do so remotely (such as by telephone or other electronic means). The
parties also agree to consider participating in any other arbitration, mediation or other dispute
resolution proceedings developed for data protection disputes.

(c) Each party shall abide by a decision of a competent court of the data exporter's country of
establishment or of the authority which is final and against which no further appeal is possi-
ble.

Vi. Termination
(a) In the event that the data importer is in breach of its obligations under these clauses, then

the data exporter may temporarily suspend the transfer of personal data to the data importer
until the breach is repaired or the contract is terminated.
(b) In the event that:
(i) the transfer of personal data to the data importer has been temporarily suspended
by the data exporter for longer than one month pursuant to paragraph (a);
(ii) compliance by the data importer with these clauses would put it in breach of its le-
gal or regulatory obligations in the country of import;
(iii) the data importer is in substantial or persistent breach of any warranties or under-
takings given by it under these clauses;
(iv) a final decision against which no further appeal is possible of a competent court of
the data exporter’'s country of establishment or of the authority rules that there has
been a breach of the clauses by the data importer or the data exporter; or
(v) a petition is presented for the administration or winding up of the data importer,
whether in its personal or business capacity, which petition is not dismissed within the
applicable period for such dismissal under applicable law; a winding up order Is
made; a receiver is appointed over any of its assets; a trustee in bankruptcy Is ap-
pointed, if the data importer is an individual; a company voluntary arrangement is
commenced by it; or any equivalent event in any jurisdiction occurs
then the data exporter, without prejudice to any other rights which it may have against the
data importer, shall be entitled to terminate these clauses, in which case the authority shall
be informed where required. In cases covered by (i), (ii), or (iv) above the data importer may
also terminate these clauses.
(c) Either party may terminate these clauses if (i) any Commission positive adequacy deci-
sion under Article 45 of General Data Protection Regulation (or any superseding text) is is-
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sued in relation to the country (or a sector thereof) to which the data is transferred and pro-
cessed by the data importer, or (ii) General Data Protection Regulation (or any superseding

text) becomes directly applicable in such country.
(d) The parties agree that the termination of these clauses at any time, in any circumstances

and for whatever reason (except for termination under clause VI(c)) does not exempt them
from the obligations and/or conditions under the clauses as regards the processing of the

personal data transferred.

VIIl. Variation of these clauses
The parties may not modify these clauses except to update any information in Annex B, In

which case they will inform the authority where required. This does not preclude the parties
from adding additional commercial clauses where required.

VIIl. Description of the Transfer
The details of the transfer and of the personal data are specified in Annex B. The parties

agree that Annex B may contain confidential business information which they will not dis-

close to third parties, except as required by law or in response to a competent regulatory or
government agency, or as required under clause I(e). The parties may execute additional
annexes to cover additional transfers, which will be submitted to the authority where re-

quired.
Annex B may, in the alternative, be drafted to cover multiple transfers.

Dated:

FOR DATA EXPORTER
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